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Billing (final)
General Questions

S – what’s going on?


O – what did you find?


A – What do you think?



-almost always, if “medical necessity” is not shown, it is in your Assessment



-“patient has improved” is insufficient assessment

General Components of the Assessment


-provider records their professional opinions and judgments as to the patient’s diagnosis, their progress and/or their 

functional limitations


-you interpret the data presented in the objective portion of the note


-you may also point out inconsistencies, justify your goals, discuss emotional status or indicate progress in therapy


-present reasons why certain info was not obtained or deferred

-recommendation of further tests or treatment you think is necessary


-recommendation of referral to another provider


-do not introduce new data here


-this is the area where you record your thought processes and concerns


-be data driven (use measurements, ie ROM)

-your assessment must use measurements, co-morbidity factors, test results and unusual circumstances to explain what is 

happening in the case

-give diagnosis when first start the case & reiterate the diagnosis a few times (in “A”)
-day-to-day SOAP note will be a day-to-day (visit-to-visit) comparison, and then re-exam compares previous exam

Writing the A – Assessment

-one useful way of justifying continued chiro care is to end the “A” with the statement “Patient would benefit from…”



-this may also be contained in the Plan section instead


-diagnostic tests are used to rule out pathology and improve outcomes


-change the diagnosis, if needed, to clearly document the patient’s progress (or lack)

-write dx in the notes as well as on the claim form


-update your prognosis, change in tx and anticipated duration of tx


-tell why the patient still needs tx


-ICD-9 codes should reflect why certain services are done

-complicating factors go last in the diagnosis

CMS 1500

-top portion is patient info


-primary mode of communication with 3rd party payer is through the claim form


-**box 14:  date of loss/exacerbation (NOT the date you started treating), 



-for Medicare ONLY, put the date you first started treating the patient



-exacerbation:  need a change in treatment and/or treatment frequency





-except for PI or work comp, you don’t want to change the “date of loss”
ICD-9 CM “basic” CMS guidelines
1. indicate on the claim form or itemized statement the appropriate code form the ICD-9-CM code range

2. the primary diagnosis should be listed first

a. box 21 on CMS claim form:  what is worst, goes first

3. the codes should be listed at their highest level of specificity

a. use three digit codes only if there are no four-digit codes within the coding category

4. code all documented conditions that coexist at the time of the visit ONLY if it is affecting patient care

5. Do not code 2 definitive causes for the same condition, such as c/s sprain/strain AND c/s subluxation

a. Medicare is the only situation in which you would use subluxation code

E-codes


-range from E800-E999.1 and are provided to identify external causes of injuries or conditions such as environmental events, or circumstances and conditions as the cause of injury, poisoning and other adverse reactions or effects.

*E813.0, “motor vehicle accident involving collision with other vehicle; driver of motor vehicle other than motorcycle”
V-Codes


-vaccination codes
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QUIZ next week

Box 21.  Diagnosis or Nature of illness or injury

-numbers are reported on the insurance claim form because you are communicating to a computer


-be sure to use the correct numbers, to the highest specificity


-the diagnosis you provide directly relates to the level of care permitted by the third-party payers

**Writing the Diagnosis


-there are four diagnostic codes allowed on the 1500 form however, you can list additional diagnostic descriptors in your 
diagnosis list on the patient’s chart


-hierarchy of the codes:


1) neurological diagnosis




-include radiculitis and sciatic neuritis



2) structural descriptor diagnosis




-includes DDD, DJD, and spondylolisthesis



3) functional diagnosis




-includes restricted ROM and deconditioning syndrome (useful for rehab)



4) soft tissue, extremity, complicating factors




-complicating factors always come last (co-morbidity factors)




-soft tissue diagnosis may include fibromyalgia, myofascitis




-extremity diagnosis includes carpal tunnel syndrome or adhesive capsulitis

-list all the diagnoses that affect the case
-if a patient has sciatica, scoliosis, DDD, and fibromyalgia, then the order to put these in:


-sciatica, DDD, fibromyalgia, scoliosis (neurological FIRST, then structural)
-“cervicalgia” and “lumbago” are only temporary diagnoses ( you’ll only get paid for 3 visits if you use them

Neurological diagnosis Examples

**Lumbar

722.10 – lumbar disc herniation


724.3 – sciatica


722.83 – lumbar postlaminectomy syndrome

Structural Diagnosis Examples

**Cervical

722.4 – Cervical DDD


722.52 – Lumbar DDD

-if you have a back problem, and you have a foot problem, then put foot problem last (b/c it is extremity)


-back problem is either neurological or structural (outranks extremity)

-“dual fee system” is illegal (stark law violation = $10,000 fine)
-when finding out what the patient’s insurance company will cover:

-Write down the time and day of the call to the insurance company and say to the patient:

 “According to your insurance company, your coverage is …”

-otherwise, if you are incorrect in telling what their coverage is, the patient could sue you
Complicating Factors

-return to pre-episode status for an uncomplicated case is listed as 6-8 weeks with up to 3 treatments per week



1) symptoms present for more than 8 days = complicating factor is 1.5x longer


2) number of previous episodes is 4-7 = 2x longer



3) presence of skeletal anomaly (ie facet tropism) is 1.5x longer.




-structural pathology (ie scoliosis) increases recovery by 2x longer



4) presence of severe pain may cause delay of recovery up to 2x longer

-don’t ever do an ADL without doing an “outcomes assessment”
-a bunion or pes planus is a good complicating factor for LBP
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Therapeutic Modalities and Rehabilitation

Daily Therapy Record - Documentation Necessary

-date, modality used, area treated, therapy settings, tx time, 

-recommended home care, pt response to care, initials of therapist, rationale for tx


(1 unit of time = 15 minutes)

Content of the Physical Therapy plan
1) type of therapy to be performed

2) amount/settings

3) frequency of tx

4) duration of tx

5) region/location to be treated

6) diagnosis

7) anticipated goals

*Physiotherapy


-passive modalities imply that the patient is passive in the encounter (acute care)


-supervised modalities: “xx0xx”

* “97xxx” = therapy

* “xx0xx” = passive

Red Flags in Therapy


-using modalities with similar therapeutic effects on the same day such as e-stim, diathermy and heat



-estim:  reduce spasm and incr circulation



-diathermy: breaks up congestion, decr spasm by increasing circulation



-heat: incr circulation


-using therapies after reaching their maximum therapeutic effects

Rehabilitation Therapy


-purpose is to identify the cause of pain, reduce the cause and teach the patient how to keep the pblm from returning


-the goal of rehab is to reduce the pt’s painful intolerances


-perform functional capacity eval as soon as the pat is out of acute pain phase


-goal of care transitions from pain relief to functional restoration


-every rehab program must start with an assessment of abnormal function


-the functional deficit is the baseline from which to determine progress


-history for rehab documentation should identify what activity intolerances are present

-the rehab care must identify the “patient-centered” goals of care


-*restoring those functions becomes the main goal or end point of care

-the physician or therapist is required to have direct one-on-one patient contact

(for Medicare, the “therapist” must be a PT, and the “physician” must be a doctor)


-the patient must perform the rehab exercises while the doctor oversees and corrects the biomechanics

*-the codes for rehab services are based on 15-minute intervals

**-outcomes assessment tests: measures functional impairment of ADL

Rehab Therapy (cont)

Documentation requirements:



1) what was done



2) location (lumbar, knee, shoulder, etc)



3) amount of time service performed. **List the following:

*-units of time

*-minutes of time

*-actual clock time (ie 5:15pm-5:30pm)

Correct Coding Initiatives (CCI)

-the CMS developed the CCI to promote national correct coding methodologies…


-the purpose is to ensure the most comprehensive groups of codes are billed rather than the component parts
*59 Modifier ( Doctor did these procedures to two separate/distinct areas of the body

Cannot do this service and adjust the same body part on the same day:



-97124: massage



-97112: neuromuscular reeducation



-97140: manual therapy

*97110 ( Therapeutic Exercises

-used when the treatment goals are to increase strength, endurance, functional capacity, ROM, and flexibility

*97112 ( Neuromuscular Re-education


-improvement of proprioception, balance, coordination, kinesthetic sense, and posture


-NOT trigger point therapy


-test for proprioception: stand on one leg with eyes closed (should be able to hold for 10 seconds)


-fracture or grade 2/3 sprain of lower leg could cause proprioception pblms


-treatments include: proprioceptive neuromuscular facilitation (PNF), BAP, and wobble boards

97150 - Group Therapeutic Procedures (2 or more people)


-used in a group setting such as with neuromuscular re-education


-time is not defined in this code (it is a flat fee)

-for example, leading a yoga class

97124 – Massage


-passive modality used when treatment goals are to incr circulation, etc


*-two units of massage are the maximum

97140 – Manual Therapy


-used for soft tissue and joint mobilization, manual muscle work, myofascial release, trigger point therapy


(if treatment is under 2 minutes, then you’re not supposed to bill, b/c not therapeutically effective)

97140 – Joint Mobilization


-treatment goal is to decrease pain and increase joint mobility


-trigger point therapy

www.ErikDalton.com

-measure with goniometer (don’t eyeball)

Linking the Diagnosis and CPT Code


-box 21 of CMS form (diagnosis)


-Box 24E ( services performed


-need to relate box 21 to box 24E
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-one unit of rehab is at least 15 minutes

-if doing less than 15 minutes (of rehab), then use “52” modifier to indicate reduced level of service

CMT Coding


-you are required on a visit-by-visit basis to determine what was medically necessary for manipulative procedures on that particular day


-some use 98940 on every patient, while others may use the 98942 code every visit (neither is appropriate)



-this is considered a red flag



98940 = manipulation of 1-2 regions



98942 = manipulation of 5 regions

Manipulation/Adjustment coding


98940 = 1-2 spinal regions


98941 = 3-4 spinal regions


98942 = 5-6 spinal regions (C/S, T/S, L/S, sacrococcygeal, and SI)

98943 = extraspinal (extremities)



-head including TMJ, excludes atlanto-occipital


-UE and LE



-rib cage



-abdomen (ie hiatal hernia adjustment)


-ie if adjust one region of the spine plus an extremity, then charge BOTH: 98940 & 98943


-however must use “diagnosis pointing” properly

Coding the CMT


-full spine adjustment: the treating doctor should prioritize the level of adjustment and code for the primary area(s) of concern:
98940 (40% of chiro’s use), 98941 (45%), 98942 (15%)


-it is very difficult to justify 98942 because you have to show 5 regions of pain


-the “51” modifier is no longer used with the 98943 extraspinal CMT

Orthotics


*-L3020 is used to bill insurance companies for orthotics (per foot)


-L3020-RT (or L3020-R) = just the right foot (L3020-LT = left)

Lower Extremity Strapping (Kinesio Taping)


-29540 = strapping for ankle/foot
Modifiers (matching section on final exam)


-CPT code modifiers flag a service that is altered in some way from the state described


-25 = E/M and manipulation same visit



-“25” modifier = re-exam (different from the manipulation)



-98940 code = history (for daily soap note), palpation, and adjustment


-26 = professional component



-usually for reading of an x-ray


-TC = technical component



-if just taking the x-ray, and not reading the film


-52 = reduced level of service


-59 = 2 or more procedures performed


-76 = repeat procedure



-most often used for a repeat x-ray (ie 10 days later to check a fracture for bone resorption)
General Questions


Subjective – What’s going on?


Objective – What did you find?


Assessment – What do you think?


Plan – What are you going to do about it?

Treatment Plan should indicate:


-adjusting procedures to be used


-schedule frequency


-which modalities and why


-therapeutic exercises, frequency and goals


-restrictions and TTD (indicate time expiration if applicable)



-TTD = temporary total disability

-home care recommendations


-braces, support/pillows and rationale for them


-nutritional recommendations (dietary)


-referrals


-informed consent (BRA)

Writing the P (Plan)


-set-up or establish the tx goals


-treatment rendered during the visit



-tie in the tx with the assessment and tx goals (ie, why was ultrasound used?)


-record the segments adjusted and technique used in the adjustment


-“patient tolerated procedure without incident”

*Prognosis (pg 43 in note packet)


-Excellent – the patient is at maximum medical improvement



-excellent prognosis means that the patient is done with care


-Good (m/c) – no permanent neurological residuals


-Poor – permanent residuals expected (usually neurologic or ligamentous / soft tissue residuals)



-example, joint degeneration (such as, with disc herniation)

-Fair – the patient may die (these patient are typically not in our office)


-Guarded – death expected

Signatures/Initials

-If you are the sole practitioner, you may wish to initial all entries


-if there are multiple providers, the provider must be clearly identified in the office notes


-a log of all provider’s and staff’s signatures is recommended for identification

Initial Care Plan ( goes into initial report

What is Medical Necessity?


-You must show “progress and need for further care” each and every visit, to each region treated


-The patient is improved … HOW?


-But still needs care … WHY?


*-MMI (or MCI)



-achieved when the results from 2 re-exams remain essentially the same



-no further progress is expected in the patient’s recovery


-Maintenance Therapy



-tx plan that seeks to prevent disease, promote health and prolong and enhance the quality of life, 




or therapy performed to main or prevent deterioration of a chronic condition

Discharge Report ( when care is discontinued after final examination

The Non-Compliant patient


-deters upcoding investigation for examination


-all “no-shows” must be listed in the chart as well as attempts to contact the patient


-three telephone calls


-post-card appointments


-“fire” the patient ( send them a letter saying, “We will be happy to transfer your records to another provider and we 

will treat you on an emergent basis for 30 days.”

ROF ( the patient will remember about 10% of what you tell them


-the average patient will drop out of care within 4-7 visits

Documenting the Exacerbation


-a worsening or incr in the severity of a condition or disease, or its s/s


-have the patient fill out new history update


-new examination


-usually a change in the tx schedule


-starts a “new clock” for visits

Documenting the Aggravation


-worsening or incr in a pre-existing condition


-no change in tx plan/frequency
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Chapter 10:  Medicare
Medicare Demonstration Project (Spring 2009)

-Medicare is a PPO (preferred provider organization)

-PPO sends you “employees” but you must give them a discount (sometimes up to 30-40%)

-the provider is responsible to know the rules and regulations made available online

Getting started in practice:

-apply for state chiropractic license

-apply for malpractice insurance (NCMIC is largest)

-apply for NPI number

-then apply for Medicare
Medicare


-formed in 1965


-CMS (Centers for Medicare and Medicaid services)


-formerly HCFA

Part A – hospital stays, hospice, etc

Part B – chiropractic, outpatient hospital services, physical therapy, etc


Part C – HMO plan (cannot have part B and part C)




-if patient signs up for Part C, then they opt out of part B


Part D – prescription drug coverage

-for every patient, copy front and back of insurance card and copy driver’s license (or other government-issued photo ID)

Railroad medicare


-medicare benefits for eligible railroad retirees


-palmetto government benefit administrators

**Medicare** (know this slide)


-for chiropractors, Medicare care covers the “manipulation of the spine to remove subluxation”



-must document the presence of the subluxation every visit



-spine only (not extremities), and manipulation only


-referral by chiropractor for services can only be for manipulation of the spine


-for example, if a chiropractor sends a patient to the hospital for MRI, it is not covered under medicare

Participating Physician (you’re in the PPO) = “par doctor” (“par doctor” vs “non-par doctor”)

-“par doctor” accepts assignment for medicare claims


-agrees to not collect more than the 20% from the medicare patients



-medicare pays 80% and the patient (or secondary insurance) pays 20%


-Medigap ( secondary insurance that only covers whatever medicare covers (not a true secondary insurance)


-a true secondary insurance covers beyond what medicare covers

Non-participating Physician


-may not charge more than the limiting charge (115% of the fee schedule amount)



-when you take a medicare patient, you still have to follow medicare rules


-payment comes from patient

**Chiropractors cannot opt out of medicare (an MD or DO can, but a DC cannot)


-if you see a medicare patient, you must file the claim form whether or not you are a participating physician

-Box 12, 13, and 27

2008 Medicare Fee Schedule


-Non-Par doctors get reimbursed about $1.00 less than Par Doctors (in most cases)

-four different zones (12, 15, 16, and 99), which are based on the zip code of the chiro office


-“non-par amount” = amount medicare approves for non-par doctors


-“limiting charge” = as a non-par doctor is the absolute most that you can charge

-every time you introduce yourself, use the three W’s:

-Who you are, What you are, and Where you are
Medicare Part B

-deductible: $135 per year (2008)



-for covered services, the patient pays the first $135


-only covered services are applied to the deductible


-co-insurance: 20%


-it is illegal to waive any part of the deductible or coinsurance



-you will lose your license and go to jail

*Medicare as a secondary payer

-if the patient is employed and is covered under the employer’s company health plan


-in cases of disability where they are still covered under the employer’s health plan


-automobile, personal injury or work-related accidents


-medicare is usually worthless, if medicare is a secondary payer

-if primary insurance pays the first $25 (and medicare only covers $23.04), then medicare won’t pay anything


-when medicare is the secondary payer, you charge your normal fee
Unprocessable Claims

-if denied, then it is a “clean claim”


-cannot just re-submit, but you must appeal instead (otherwise, it is fraud)

*-an “unprocessable claim” is the ONLY time you can re-submit a claim to medicare



-m/c cause of unprocessable claim:  the name or SSN is wrong



-call medicare if you get an unprocessable claim, and they will at least tell you what box the error is in
Telephone “reopening”


-only used in cases where there is a minor error or omission


-acceptable reasons for a reopening:



-changes of diagnosis code



-changes, additions or deletions of modifiers



-incorrect place of service (“11” = office)
Level ONE appeal: redetermination

-you MUST send a letter stating the problem within 120 days after notice of denial



-ask for a “redetermination”


-CMS 20027 is the form you need to use
Level Two appeal: reconsideration


-formerly hearing officer


-have 180 days

Level Three appeal: administrative law judge hearing


-form 20034A/B

-if you go over a 5% error rate, then the government will do a full-blown audit on your office


-therefore, appeal every denial

X-ray Guidelines


-x-ray is used to show DDD


-always obtain past x-ray/MRI/CT reports


-if patient is diagnosed with DDD, then you can get about 36 visits/year with medicare
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Initial Visit Report (report is 1.5-2 pages long; required for Medicare)
I. The following documentation requirements apply whether the subluxation is determined by xray or by physical exam:


-symptoms causing patient to seek treatment


-family history


-past health history


-mechanism of trauma


-quality and character of symptoms/problem


-onset, duration, intensity, frequency, location and radiation



-for Medicare ONLY, the onset date (box 14) is the date you begin treatment




(if exacerbation after started treating patient, then box 14 is date of exacerbation)


-provoking and palliative factors


-prior interventions, treatments, medications, secondary complaints

II. Description of present illness

-mechanism of trauma


-quality and character of symptoms/problem



-symptoms MUST have a direct relationship to the spine either by vertebral pain, muscle pain, bone pain, rib pain or 

joint pain or inflammation



-symptom of pain is not enough; the location of pain must be listed and the related vertebra must be included



-must be musculoskeletal in nature


-onset, duration, intensity, frequency, location, radiation of symptoms


-provoking or palliative factors

III. Physical Exam


-evaluation of the musculoskeletal/nervous system

IV. Diagnosis


1. subluxation


2. secondary diagnosis


3. complicating factors

V. Treatment Plan

-recommended level of care (duration and frequency of visits)


-specific treatment goals


-objective measures to evaluate treatment effectiveness



-re-exam

VI. Date of Initial Treatment (Box 14)

-see packet (HW assign) for specific list of ICD-9 codes that Medicare will reimburse for

Subsequent (daily) visits SOAP


-list segment adjusted and technique used

Documentation Requirements

1. Documentation supporting medical necessity (ICD-9 codes)

2. Date of initial tx (or exacerbation)

3. P.A.R.T. documentation

4. Physician must sign each note (rubber stamp is NOT acceptable)

P.A.R.T.

-to demonstrate a subluxation based on physical exam, 2 of the 4 criteria mentioned under the above physical exam list are required, one of which must be asymmetry/misalignment or ROM abnormality

P = Pain/tenderness: location, quality, intensity


-assessed using VAS, algometers, pain questionnaires, etc

A = Asymmetry/misalignment

-list the segmental level, and mention decreased motion of that segment
R = ROM
T = Tissue, tone changes in skin, fascia, muscle, ligament

-spasm, hypertonicity, edema, etc

Medical Necessity

1. the patient must have a significant health problem



-ADL affected (ie 40%, moderate functional impairment)


2. you must have a reasonable expectation of recovery or improvement of function


3. the patient must have a subluxation of the spine as demonstrated by physical exam (or xray)

-two re-exams, essentially unchanged = MMI

Medical Necessity


-Acute subluxation: treatment for a new injury


-Chronic subluxation: continued therapy can be expected to result in some functional improvement



-ie DDD (DDD is an acceptable ICD-9 code for Medicare, but DJD is not)



-don’t say DDD, unless imaging to back it up



-Medicare pays for supportive care, however, your notes cannot state “supportive” or “maintenance” care

-Maintenance Therapy


-once MMI has been reached, Medicare will NOT pay for maintenance or supportive care

**Spinal CPT Coding

Occiput: 739.0 (Medicare won’t cover occiput)

C1-C7: 739.1

T1-T12: 739.2

L1-L5: 739.3
Sacrum/Coccyx: 739.4
SI: 739.5


Box 21

1. subluxation



3. subluxation region 2
2. region 1 diagnosis


4. subluxation region 3 (or region 2 diagnosis, if no region 3 subluxation)
Box 19

-only for paper claims (do not list any ICD-9 codes here)

Modifiers


-GY: for non-covered services



-never goes on the spinal manipulation codes (98940, 41, or 42), 

however if 98943, then put a GY modifier for Medicare



-you do not have to submit non-covered services to Medicare


-GZ: you think Medicare will deny the service and you DON’T have an ABN formed signed



ABN = Advance Beneficiary Notification of non-coverage



-NEVER use this modifier: anytime you use this modifier, Medicare will audit you

-GA: you think Medicare might deny the service, and you DO have an ABN formed sign



-only goes on spinal manipulation codes (98940, 41, 42)


-AT: (active therapeutic care), only goes on spinal manipulation codes that are not maintenance care

-ie if 99213, then for Medicare use the modifier “GY”

-ie 98940, active care with exacerbation of chronic subluxation, then use “AT” modifier, however if patient has 40 visits for 

the year, then have patient sign ABN form and use both the “AT” and “GA” modifier (“ATGA” in that order)

Advanced Beneficiary Notice of Noncoverage (ABN)


-used to tell the patient that certain services might not get covered


-list services, reasons why not covered, and amounts

-3 options

*Know these codes:

722.4 – degeneration of cervical intervertebral disc

722.51 – degeneration of thoracic or TL intervertebral disc

722.52 – degeneration of lumbosacral intervertebral disc
724.02 – spinal stenosis, lumbar region

724.3 – sciatica

Offering Gifts and Other Inducements to Beneficiaries


-cannot offer any gifts to Medicare patients, or to induce a Medicare patient ($10,000 fine for each infraction)


-for enforcement purposes, inexpensive gifts or services are those that have a retail value of not more than $10 

individually, AND no more than $50 in the aggregate annually per patient

NPI number

-10 digit identifier number (apply online)


-type I is for each individual doctor


-type II is for a corporation/group
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HIPAA
HIPAA = Health Insurance Portability and Accountability Act

*Know portions of HIPAA law for final

-2 portions: privacy rule and security rule

Privacy rule – portion of HIPAA that pertains to interaction b/n the patient and health care professional
-criteria used to determine if you are a “covered entity”:

Electronic Data Interchange (EDI) is defined as:


-submitting claims electronically


-checking claim status inquiry and response


-authorization of care


-checking eligibility and receiving a response


-checking for referral authorizations


-receiving health care payment or advice


-providing coordination of benefits


-fax via a computer


-online payment to a financial institution 
-must show where and by whom you and staff were trained


-see  NCMIC for 4-hour HIPAA DVD

-doctor must make a HIPAA manual

-Medicare provides electronic billing software for FREE (PRO-ACE Pro32)

http://www.edissweb.com/blue/vendors/pcace.html
-you must file electronic claims (as of 2003) unless you have under 10 full-time employees

Training


-all members of your office are to be trained by the first day you become a covered entity


-must keep all documentation in HIPAA manual for six years

Must have three officers (which can all be you):

Privacy Officer - takes care of the privacy portion

Complaint Officer - 

Security Officer - 

-every employee is required to know the name of the privacy, complaint, and security officer
Transmission of patient information must in the ASCI standard form of ASC X12N, version 4010


-if use a service/clearinghouse, then call clearinghouse to make sure they use this standard form

*PHI = protected Health Information

-information that can be used to identify a specific person (ie name, address, SSN, telephone, picture, DNA, etc)

*Uses and Disclosures


-Use = how you use the info within your office


-Disclosure = when you send that info out to someone else

-TPO = treatment payment and health care operations


-if patient says they don’t want you to send out their info, then you can’t send it out except for TPO


-must tell patient in privacy notice how you will put out this information

*Provision of Notice


-must have a privacy notice (usually 2-3 pages)


-*the notice must be posted “in a prominent location” (in the front reception room)



-the name of the privacy officer must be listed in the privacy notice



-if have a website, then there must be a link to privacy notice on website

*Header – “This notice describes how medical information about you may be used and disclosed…”


-required in the notice
Business Associate

3 IRS laws relative to independent contractors; the head doctor:

-doesn’t set the hours of the independent contractor
-doesn’t schedule patients for them

-doesn’t collect for them

*Business Associates

-includes independent contractors treating your patients, performing a function or activity on behalf of, or provides 

services for a covered entity that involves PHI

-this would include computer consultants…
The Security Rule


-information sent from one computer to another

Risk Analysis


-in your office, where are there problems?


-required to be done and documented


-Assets


-Software, Hardware, People



-which assets will have a large adverse impact on the organization if they are disclosed to unauthorized people?



-PHI (number one) & Financial information



-which assets have adverse impact if they are modified without authorization?




-Financial (number one) & PHI




-10% of offices have an embezzlement problem


-Threats and Vulnerabilities



-viruses, spyware/malware, hackers, disgruntled employees, untrained users, fires/earthquakes/power outages


-use lavasoft ad-awareSE and spybot




http://www.lavasoft.com/products/ad_aware_free.php




http://www.safer-networking.org/en/index.html

-Vulnerabilities


-default passwords (“password” is the m/c password)



-no backup system



-careless business associates (each associate should have their own password)



-weak passwords

Mitigation Plan Ideas


-unique user ID and password


-secure Wi-Fi (free unsecured Wi-Fi is the m/c way a hacker can get into your office)

HIPPA Security Rule


-if an employee leaves, then need to deactivate their access codes and passwords

Physical Safeguards

-protecting your building from intrusion (alarms, keys, etc)
Technical Safeguards

-policies that protect your system (ie disaster recovery)


-authentication devices 

OIG (Office of Inspector General)

*OIG work plan

Who is responsible for non-compliant billing? Everybody

-most commonly it is the employees who will turn the doctor in
OIG excluded List


-“Health care providers that receive


-check the list before hiring or contracting with individuals or entities:



http://exclusions.oig.hhs.gov/
CLIA is for lab (must get a certificate of waiver)

Stark I and II – self referral


I: laboratories


II: rehab

Stark III: professional courtesies (free visits)

V-codes: vaccinations

E-codes: environmental

www.askmario.com
217-433-2405 (cell)

217-877-2404 (office)
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